
Microsoft End-to-End 
Security Infused 

with AI

Ovidiu Pismac

MCT, Microsoft Cybersecurity Architect, CISSP

EMEA Partner Solutions Architects team

ovidiup@microsoft.com 

https://www.linkedin.com/in/ovidiupismac

mailto:ovidiup@microsoft.com
https://www.linkedin.com/in/ovidiupismac/


2024 Daily Reality



2025 Daily Reality





"The biggest security threat is the human 
element"



Security on all communication channels
https://www.microsoft.com/en -us/security/blog/2025/10/07/disrupting -threats -targeting -microsoft -teams 
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Attackers are more intelligent



Document created with AI passed 
Revolut and Binance KYC verifications

https://www.linkedin.com/posts/
activity-7379084096616177664--
dY7



From small to large companies
nyr ¢ĸf ¢³¼Ã¯Ã·Å³ ²³´À¯Ä²Ľ ce Å·É³¯ÉĽ domeniul  financiar -contabil
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Think before TRUST / Think before CLICK / Think before ACT

If an attacker has access 
to your computer and 
email client is not 
anymore your computer.

 If an attacker can 
persuade you to click on 
that link or to run that 
attached archive is not 
anymore your computer.



Customer impact of API attacks

March

Exposed millions ½´ ÄÂ³ÀÂ 
credit scores

August

Exposed over 5.4 million
ÄÂ³ÀÂ  ²¯Ã¯

Average cost per data breach is ~$4.44M , $5.52M cost of data breach for 
½Àµ¯¼·É¯Ã·½¼Â Ã¶¯Ã ²·²¼ Ã ÄÂ³ nv Â³±ÄÀ·ÃÈ ¯¼² ¯ÄÃ½»¯Ã·½¼0$10.22 M historic value 

for cost of data breach in US with higher regulatory fines and detection and 
escalation costs.

2021 2022 2023 2024

June

Exposed data of 
700 million users

January

Exposed 37 million 
users' personal data

November

Impacting over 10 million 
users and cost $140 million 
in fees and breach recovery

2025 IBM Research Study

1. 2025 IBM Research Study

August

2.6 million ÄÂ³ÀÂ  ·¼´½À»¯Ã·½¼
leaked to hacking forum

January

Exposed over 15 million 
email addresses

July

Compromised data of nearly 
110 million customers


