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What’s happening in the L3 &4 DDoS
landscape?

Underlying botnet architecture and

economics

Agenda

TOpICS Covered Why is DDoS stilla problem?
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A DDoS (Distributed Denial -of-Service) attack OE Q y 0 E

floods a server ornetwork with ‘fake” traffic

from multiple sources, making it slow or
com pletely unreachable forrealusers.
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Machine's Controlled by attacker



History of DDoS: from Gbps to 30+ Tbps

The early days Slow and steady towards 1Tbps+ DDoS era
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History of DDoS: from Gbps to 30+ Tbps

1Tbps+ DDoS era long gone - Recent history - Hyper-Scale DDoS
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State of DDoS: from Gbps to 30+ Tbps
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Bothets went from thousands to millions
of active sources
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Anatomy of a Botnet

1
RECRUIT

e d B

Find and compromise
vulnerable devices

2
CONTROL

Manage infected
devices via C2

3
ATTACK

Instruct bots
to launch an attack

4
IMPACT

Overwhelm the target
(service disruption)
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Keep bots for
future use
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Anatomy of a Botnet

1
RECRUIT

Find and compromise
vulnerable devices

2 3 4
CONTROL ATTACK IMPACT
7 s B SR
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Manage infected Instruct bots Overwhelm the target
devices via C2 to launch an attack (service disruption)

The main change in the botnet ecosystem
IS how the sources are aquired.
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The old model: scan — exploit — infect

1 2 3 4 5
SCAN FIND TARGET EXPLOIT INFECT ENROLL
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Scan the Internet Locate vulnerable Use weak Install malware Add device to
devices credentials or CVEs botnet C2
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A new supply of bots: residential proxies

Huge population of
consumer devices
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Android TV box Smart TV Router f f
Access broker / Residential é
attacker Proxy ECOSYStem - Botnet

IPcamera  Set-top box Home Phone / tablet
gateway
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Residential proxy ecosystems greatly expanded the pool of potential attack sources



From building botnets to buying access
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Access broker Proxy access
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Botnet operator

Services for hire

Compromised devices
P DDoS, proxying, abuse

Buy access — build or rent the botnet - monetize the devices
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Al lowers the barrier to building botnets

Al helps less skilled attackers understand vulnerabilities, adapt existing tools
and troubleshoot code used for botnet recruitment.

Botnet tooling

Scanning and recruitment

o

Al coding assistant
Explain < Adapt « Debug

Less skilled attacker

\ Lower expertise. Faster development.

Sources: S2W TALON - Google Threat Intelligence Group FAS%/
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Al-assisted botnet recruitment: a real case

In January 2025, KuroCracks advertised a scanner for botnet recruitment
and described developing it with Al assistance.

/ \ “
, |
- —
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Bothets now compete for the same
infrastructure

Botnet A Botnet B
A —— Shared device pool - —
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Android TV box

Competing access to the same devices
Botnet C / ’\ Botnet D
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Why is DDosS still a problem?

 Remove one botnet, the supply remains
o Vulnerable devices, proxy access, brokers,
and infrastructure are still there.
« Compromised devices have multiple uses
o DDoS, proxying, credential abuse, scanning,
lateral movement.
» Successful access paths get copied
o Al assistance makes it easier for less skilled
attackers to adapt existing tools and
troubleshoot recruitment code.
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Conclusions and future evolution

1. Takedowns work—but the target is changing
 Disrupting C2 still matters
* Recruitment now runs through proxy/access ecosystems

2. Outbound DDoS is now an operator problem
« Large bot populations can hurt the source network too
« Source-side visibility and containment matter
* DDoS defense becomes a shared responsibility

3. Al lowers the entry barrier
* Less expertise needed to develop and adapt malicious tools
« Al assistance supports botnet recruitment and tool development
« Further automation could shorten the time defenders have to respond

4. Defenses are adapting too
» Faster automated detection with Al
* More source-side cooperation and threat sharing ms/r;/
ETMON



Thank youl!

Virgil Truica

Happy father, DDoS security advocate, I1SOC member, and 18
years of experience within the International Telecom industry.

virgil@fastnetmon.com / virgil@salesflow.tech
linkedin.com/in/ virgiltruica
+40 742 991 619
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