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Topics Covered

Agenda

What ’s  hap p e n ing in  t he  L3 &L4 DDoS 
land scap e ?

Und e rlying b o t ne t  a rch it e c t ure  and  
e conom ics

Why is  DDoS s t ill a  p rob le m ?



What is a DDoS 
Attack?
A DDoS (Distributed Denial -of -Service)  a ttack 
floods  a  se rve r or n e twork with  “fake” traffic  
from  m u ltip le  sou rces, m akin g  it  slow  or 
com p le te ly unreachable  for rea l u se rs.



History of DDoS: from Gbps to 30+ Tbps
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State of DDoS: from Gbps to 30+ Tbps



Botnets went from thousands to millions 
of active sources



Anatomy of a Botnet



Anatomy of a Botnet

The main change in the botnet ecosystem 
is how the sources are aquired.



The old model: scan → exploit → infect



A new supply of bots: residential proxies



From building botnets to buying access



AI lowers the barrier to building botnets

AI helps less skilled attackers understand vulnerabilities, adapt existing tools
and troubleshoot code used for botnet recruitment.

Sources: S2W TALON · Google Threat Intelligence Group



AI-assisted botnet recruitment: a real case

In January 2025, KuroCracks advertised a scanner for botnet recruitment
and described developing it with AI assistance.

Source: S2W TALON · 13 May 2025



Botnets now compete for the same 
infrastructure



Why is DDoS still a problem?

• Remove one botnet, the supply remains
⚬  Vulnerable devices, proxy access, brokers, 

and infrastructure are still there.
• Compromised devices have multiple uses

⚬  DDoS, proxying, credential abuse, scanning, 
lateral movement.

• Successful access paths get copied
⚬ AI assistance makes it easier for less skilled 

attackers to adapt existing tools and 
troubleshoot recruitment code.



Conclusions and future evolution
1. Takedowns work — but the target is changing

• Disrupting C2 still matters
• Recruitment now runs through proxy/access ecosystems

2. Outbound DDoS is now an operator problem
• Large bot populations can hurt the source network too
• Source-side visibility and containment matter
• DDoS defense becomes a shared responsibility

3. AI lowers the entry barrier
• Less expertise needed to develop and adapt malicious tools
• AI assistance supports botnet recruitment and tool development
• Further automation could shorten the time defenders have to respond

4. Defenses are adapting too
• Faster automated detection with AI
• More source-side cooperation and threat sharing
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